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BACI(UP TAPE S IN In the rapidly evolving and highly complex field of
C IVI L LITI GATI ON electronic discovery, backup tapes have become an

800-1b. gorilla: the problem that everyone has but no
P RE S E RVATI ON’ one wants to talk about. In the wake of decisions like

DI S CLO S U RE AND those in Morgan Stanley and Zubulake and with the
P RO DU CTI O N increasing tendency of courts to invoke the most severe

sanctions for even unintentional electronic-discovery

Grant ). Esposito’ violations, many businesses are now paralyzed by

the fear that opposing counsel will raise the looming
specter of backup data in the course of discovery. For those in regulated industries, mandatory protocols
are increasingly dictating what to keep, the retention period, and the manner of preservation. For
everyone else, the following analysis of the evolving case law is designed to help address the challenges
presented by discovery requests aimed at the perceived mother lode of information: backup tapes.

THE NATURE OF BACKUP TAPES AND THEIR LIMITATIONS IN DISCOVERY

The most vexing subset of backup tapes are those commonly used in systems designed for disaster-
recovery purposes. While such tapes provide a valuable tool to organizations in guarding against
data loss from sudden, catastrophic systems failure, there are several features that make them a
relatively poor medium for the preservation of potentially-relevant information. The federal courts

have recognized some of these limitations:

Back-up tapes, for example, ‘are not archives from which documents may easily be
retrieved. The data on a backup tape are not organized for retrieval of individual
documents or files, but for wholesale, emergency uploading onto a computer
system. Therefore, the organization of the data mirrors the computer’s structure,
not the human records management structure, if there is one.”

This means that retrieval of “a specific file or data set [from a backup tape is] a time-consuming and

inefficient process.”’

Moreover, there are few uniform methods by which backup-software programs compress files to save
storage space and to reduce bandwidth. Tackling those various approaches to storing information
further complicates the efforts to restore data from backup tapes.* In addition, because backup tapes
contain vast amounts of duplicative data (every full-backup cycle creates another copy of the same
documents), they tend to be an over-inclusive source of information. At the same time, considering
that backup tapes only capture information in existence at the precise moment the backup program is
running, such tapes often miss potentially relevant material. Such limitations on the utility of backup
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tapes, however, do not deter litigants from seeking them. The question that follows is whether
parties have a duty to preserve their backup tapes.

THE DUTY TO PRESERVE BACKUP TAPES

Numerous courts have made clear that a party has an “obligation to preserve evidence [that] arises
when the party has notice that the evidence is relevant to litigation or when a party should have
known that the evidence may be relevant to future litigation.”® While the common-law preservation
obligation applies to electronic information as well as to paper documents, the parameters of its
application to backup tapes have not yet been fully defined.

The now famous decision in Zubulake v. UBS Warburg LLC, 220 F.R.D. 215, 218 (S.D.N.Y. 2003)
(“Zubulake I1V”) contains the most comprehensive analysis of the duty to preserve backup tapes.
The Zubulake IV court addressed a situation where a litigant produced some, but not all, backup
tapes containing data for certain key employees. The plaintiff sought sanctions for defendant’s
failure to preserve the missing backup tapes.® Specifically addressing the scope of the general
duty to preserve information contained on backup tapes, the court explained:

Must a corporation, upon recognizing the threat of litigation, preserve every
shred of paper, every email or electronic document, and every backup tape?
The answer is clearly, “no”. Such a rule would cripple large corporations ... that
are almost always involved in litigation. As a general rule, then, a party need not
preserve all backup tapes even when it reasonably anticipates litigation.”

Zubulake IV does not, however, establish a bright-line rule that exempts all backup tapes from

the duty to preserve. Instead, the inquiry focuses on how the backup systems operate in order to

determine whether a specific tape must be preserved in certain circumstances:

As a general rule, [a] litigation hold does not apply to inaccessible backup tapes
(e.g., those typically maintained solely for the purpose of disaster recovery),
which may continue to be recycled on the schedule set forth in the company’s
policy. On the other hand, if backup tapes are accessible (i.e., actively used for
information retrieval), then such tapes would likely be subject to the litigation
hold. However, it does make sense to create one exception to this general rule.
If a company can identify where particular employee documents are stored
on backup tapes, then the tapes storing the documents of “key players” to
the existing or threatened litigation should be preserved if the information
contained on those tapes is not otherwise available. This exception applies to
all backup tapes.®

Significantly, the onus is on counsel (both in-house and outside) to develop a working knowledge
of a company’s backup systems sufficient to (1) recognize the types of backup systems operating
at the company; (2) identify how to retrieve and secure data from each backup program; and (3)
implement reasonable procedures to preserve relevant material.
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To do this, counsel must become fully familiar with her client’'s document
retention policies, as well as the client’'s data retention architecture. This
will invariably involve speaking with information technology personnel,
who can explain system-wide backup procedures and actual (as opposed to
theoretical) implementation of the firm’s recycling policy. It will also involve
communicating with the key players in the litigation, in order to understand
how they store information.

One can no longer avoid discovery sanctions by pleading ignorance or by relying on a company’s
general assurances that all electronic data sources have been identified and preserved.'

Therefore, the Zubulake opinions carry several important lessons for dealing with backup tapes.
First, to the extent a company actively uses its backup tapes to retrieve information, it may have an
obligation to retain those tapes in connection with litigation, along with all other readily accessible
sources of information.” The Zubulake court did not indicate—and it appears to remain an open
question—whether the occasional use of backup tapes to recover information accidentally deleted
by employees renders them “accessible,” and therefore subject to a litigation hold.

Second, where backup tapes serve the traditional purpose of disaster recovery, they should be
deemed “inaccessible”. But the obligation to retain such tapes may arise if a company can identify
data pertaining to key players that is only available on disaster-recovery tapes. It is important to
note, however, that the producing party in Zubulake IV, UBS Warburg LLC, was subject to the
detailed recordkeeping obligations governing broker-dealers.’ Consequently, the backup system
in that case was designed to isolate quickly the field of potentially relevant tapes. It remains to be
seen whether courts will apply the preservation obligations articulated in Zubulake IV differently

when the backup systems are not designed to readily retrieve information for regulators.

DISCLOSURE AND THE PROPOSED AMENDMENTS TO THE FEDERAL RULES OF
CIVIL PROCEDURE

In response to mounting confusion surrounding the preservation and production of electronically-
stored information, significant changes are coming to the Federal Rules.” The amendments are
designed to clarify and to standardize e-discovery practices.'* In particular, the amendments
promote early disclosure of electronically-stored information, including “inaccessible” sources
of data such as backup tapes. While the proposed rules are not yet in effect, some federal district
courts have already looked to the reasoning underlying the proposed amendments for guidance
in resolving current electronic-discovery disputes.’

Highlighting some of the major changes, the proposed amendment to Rule 26(b)(2) provides thata
party need not produce electronically-stored information that is not reasonably accessible because
of undue burden or cost, but requires a responding party to identify those sources of potentially-
responsive information that it will not search.'® This amendment is intended to improve upon the
present practice, under which, according to the Judicial Conference, “responding parties simply
do not produce electronically stored information that is difficult to access.”"”
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Merely because a litigant is obligated to disclose existing sources of inaccessible data, however, does
not mean that a litigant will be required to endure the expensive and time-consuming process of
restoring and producing data from backup tapes. As one court recently noted (relying on Zubulake
and the rationale of the proposed amendments), although a litigant is obligated to identify all
potential sources of electronic data—including inaccessible sources—a litigant’s affirmative duty
is “not to retrieve information from a difficult to access source” but rather to “ascertain whether

any information is stored there.”™®

Providing additional protection against the onerous prospect of routinely suspending disaster-
recovery backup systems (which can lead to the intolerable situation of being unable to dispose of
any documents), proposed Federal Rule of Civil Procedure 37(f) provides that, “[a]bsent exceptional
circumstances, a court may not impose sanctions under [the Federal Rules of Civil Procedure] on
a party for failing to provide electronically stored information lost as a result of the routine, good
faith operation of an electronic information system.” Therefore, litigants should find that unless
and until a Court orders preservation of information stored on disaster-recovery backup tapes,
those bothersome data sources fall outside the scope of discovery.

THE OBLIGATION AND COSTS OF PRODUCING DATA CONTAINED ON BACKUP TAPES:
SAMPLING AND COST-SHIFTING

Should the need arise to extract information from backup tapes, there are steps that can help
minimize the accompanying costs. While the federal courts follow the general rule that the
responding party bears the expense of complying with discovery requests, they also acknowledge
the need for meaningful exceptions when it concerns the restoration and searching of data
randomly scattered across innumerable backup tapes. A recent trend gaining wide acceptance
favors sampling techniques to assess the relevance of the data contained on the backup tapes and
the total costs of restoration.' This sampling approach is a qualitative process; it does not aspire

to reach confidence intervals associated with quantitative concepts, such as statistical significance.

Instead, sampling involves an analysis of a small subset of tapes using a limited number of search
terms, and extrapolates the results to determine the value of processing additional tapes.? Judges
can then compare the results with the costs of restoration to determine whether it is reasonable
and cost effective to require further exploration of the backup-tape trove.

Next, often in combination with sampling, federal courts are increasingly employing a cost-
shifting analysis to allocate the expenses associated with retrieving information from backup
tapes. Again, the most widely-followed approach in this areas comes from the Zubulake family of
decisions. Returning to the distinction between “accessible” and “inaccessible” electronic media,
the court found that relevant electronic information stored in an “accessible” format must be
produced at the producing party’s expense.?! But where a party seeks the production of material
from “inaccessible” media, like backup tapes, the court determined that a cost-shifting analysis
would be appropriate.?> Judge Shira Scheindlin then set forth a seven-factor test, derived from
Rule 26 of the Federal Rules of Civil Procedure, to guide the decision of whether to require the
requesting party to incur the costs of obtaining electronically-stored information:
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The extent to which the request is specifically tailored to discover relevant
information;

The availability of such information from other sources;

The total cost of production, compared to the amount in controversy;

The total cost of production, compared to the resources available to each party;
The relative ability of each party to control costs and its incentive to do so;
The importance of the issues at stake in the litigation; and

The relative benefits to the parties of obtaining this information.?

In advocating its analysis, the court noted that the test should not be applied “mechanically,” but
should be evaluated on a case-by-case basis taking into consideration all of the pertinent facts.
Further, the court suggested that weighing the seven factors in descending order of importance
should avoid any mechanistic application of the test.” Subsequent rulings are cementing the
Zubulake court’s cost-shifting analysis as the standard approach.”

In short, though the case law is developing, sampling is an accepted method for evaluating the
quality of information contained on backup tapes and the costs associated with retrieving it. The
ultimate determination as to which party should bear the costs of producing material contained
on backup tapes depends upon the court’s analysis of all of the cost-shifting factors. But the less

likely a search of backup tapes will yield large amounts of responsive data not available from

other sources, the more likely the requesting party will have to share in the costs of attempting to
extract information from backup tapes.

CONCLUSION

Generally speaking, documents and email on backup tapes used for disaster-recovery purposes
need not be preserved, unless those tapes provide the only source of information for persons
critical to the underlying dispute, and the producing party can identify where those key-personnel
documents are stored on the backup tapes. In-house and outside counsel, however, need to be
sufficiently knowledgeable about a company’s information-systems, including backup tapes, to
meet their expanded disclosure obligations when (as is expected) the pending amendments to
the Federal Rules become law. Lastly, where backup tapes become part of discovery, producing
parties should: (1) encourage further use of sampling techniques to establish reasonable, cost-
effective parameters for addressing that source of information, and (2) urge consideration of the
cost-shifting factors to allocate fairly the resulting expense. m

Grant J. Esposito is a litigation partner in the New York office of Morrison & Foerster LLP.
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