


ACC Docket 79 April 2009

T he communications technology revolution of the past quarter-
century has fundamentally altered the way people work, mostly 

for the better. Wireless technologies enabled by the internet have unteth-
ered employees from their desks, and allow workers to be productive while 
traveling, at home, or otherwise mobile. But with vast improvements in the 
ease of communication comes a host of increased risks, such as the risk of 
loss or misuse of the business information workers convey to each other. 
The newest generation of workers — dubbed the “Millennial” generation 
— regularly uses wireless technologies and the internet in their daily lives 
to an extent never seen before. Millennials, who are the fastest-growing 
segment of the workforce, are bringing their devices and communication 
styles with them into the corporate workplace. These developments are in-
creasing a variety of corporate risks, including unprecedented challenges 
to data security, and suggests a number of risk mitigation strategies.
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Some Observations About the Digital 
Workplace

Millennials are entering an increasingly 
computerized, technology-driven workplace. The 
following allegations contained in a criminal in-
dictment unsealed in Chicago on April 2, 2008, 
illustrate the danger that this digital workplace 
poses to data security:

Hanjuan Jin, 37 years of age, and a natural-
ized US citizen born in China, was charged 
in an indictment returned by a grand jury 
with theft of trade secrets valued at more 
than $600 million. On February 28, 2007, 
Jin was caught by US Customs and Border 
Protection agents at O’Hare International 
Airport about to board a flight using a one-
way ticket to Beijing. In her possession were 
a laptop computer, a thumb drive, four ex-
ternal hard drives, 29 recordable compact 
discs, a videotape and hundreds of techni-
cal documents labeled “[Company A] Con-
fidential Proprietary.” These materials were 
copied and downloaded from Company A’s 
computer network on February 26 and 27, 
2007. Jin had returned to work on February 
23 following a one-year medical leave of ab-
sence. Jin submitted her resignation on Feb-
ruary 27, 2007.1

First, this case demonstrates that we live in 
a global, information-based economy. People 
increasingly relocate from state to state, or coun-
try to country. Most companies store their most valuable 
secret data on computers, and give access rights to such 
data to a wide variety of employees. Valuable secret data 
can be copied within hours or minutes, and very quickly 
can leave a state or country in the possession of a former 
employee. Or worse, valuable secret data can be emailed 
around the world instantaneously.

Second, consumers can now afford to purchase 
powerful technology that was unthinkable as little as 
a decade ago. Jin could have purchased a 250 gigabyte 
hard drive for about $100. Thumb drives and record-
able disks are inexpensive. Even laptops, iPods® and iP-
hones® are affordable consumer goods. Many employees 
are bringing their own increasingly powerful personal 
technology into the workplace, and can use it to take 
company secrets. 

Third, companies must have effective data security 
programs to prevent people like Jin from succeeding in 
their efforts to misappropriate company information. 
Only 72 hours elapsed between the time Jin started copy-
ing files and when she was ready to board an airplane 

at O’Hare. In today’s global economy, every 
company should have an effective data security 
program to discover and prevent activities such 
as Jin’s alleged scheme.

Who Are the Millennials?
The Millennials are now entering the digital 

workplace in significant numbers. Generational 
literature defines Millennials as people born 
after 1980. They grew up with the internet, 
with almost unlimited bandwidth and have 
become accustomed to using technology that 
is increasingly powerful and sophisticated. 
Generational literature observes that, due to 
increased longevity and the need to work past 
traditional “retirement age,” Millennials are 
joined by three generations in the workplace 
today: the Matures/World War II; Baby Boom-
ers; and Generation X.2 

The “Matures/World War II” generation was 
born before 1945, and the defining events in 
their lives were the Great Depression, the rise 
of labor unions and World War II. The new 
technology in their formative years included 
radar and the atomic bomb. According to the 
literature,3 the Matures are an example of a 
“civic” generation who generally place a high 
value on cooperative social discipline. They are 
generally rationalists, friendly, and optimistic. 
They generally respect authority, are loyal to 
their country and institutions and believe in  

sacrifices for the greater good. Standing out from the 
group is not a priority.

The Baby Boom generation (Boomers) was born be-
tween 1945 and 1964. The defining events in their lives 
include the Cold War, the arms race, the Vietnam War 
and the Civil Rights Movement. The cutting-edge technol-
ogy of their youth was television. The literature states that 
Boomers are an example of an “idealistic” generation with 
an optimistic perspective on life. Boomers tend to have a 
love/hate relationship with authority. They are driven, be-
lieve in leadership by consensus and want material things 
that display their success. 

Generation X (Gen X) is comprised of people born 
between 1965 and 1979. The defining events in their lives 
include Watergate, AIDS, being raised as latchkey kids and 
in daycare. New technologies included increasingly sophisti-
cated media such as cable television and MTV. Gen X is an 
example of a “reactive” generation that grew up with idealis-
tic Boomers as parents. According to the literature, they tend 
to be pragmatic, unimpressed with authority and believe in 
leadership by competence rather than mere seniority. 
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Generation Y, or the Millennials, is comprised of per-
sons born after 1980. The defining events in their lives in-
clude the ubiquity of technology and the internet, corporate 
scandals including Enron and Worldcom, and the tragic 
events of Columbine and September 11, 2001. The genera-
tional literature suggests that they are “realistic idealists,” 
are ambitious, believe in leadership by achievement, want to 
be connected 24/7, and lead busy work and personal lives 
which cause them to seek flexible work schedules. 

The generational breakdown in the US workforce today 
is as follows: 

Over time, the percentages of Matures and Boomers in 
the workforce will decrease, and the percentage of Millen-
nials will increase. Because of simple demographics, Mil-
lennials are the fastest-growing segment of the workforce.

The Digital World of the Millennials
The following observations must be characterized as 

preliminary, and will be proved or disproved over time. 
However, businesses are accustomed to mitigating future 
risks by making educated guesses about the future based 
on limited experience. The following observations are of-
fered in the spirit of mitigating future risks based on the 
limited experience with Millennials to date. 

Communities on the Internet
The internet allows worldwide, instantaneous communi-

cation amongst people with shared interests. The Millen-
nials have grown up with the concept that the internet is 
a powerful tool for creating communities. For example, 
Carepages4 is a website that enables individuals to create 
a webpage to update viewers on the health of medical pa-
tients. Families can communicate around the globe about 
the recovery or failing health of loved ones. Similarly, 
Facebook is a social networking website that “gives people 
the power to share and makes the world more open and 
connected.”5 Millennials use Facebook to update friends 
on their activities, share photos or videos, and organize 
parties or social gatherings. Millennials grew up checking 
their homework assignments on the internet using Black-

board.com.6 Millennials use Wikipedia7 as a resource for 
academic research, even though they know that Wikipedia 
is created by ordinary citizens just like themselves. They 
have observed the growth of the “Open Source” phenom-
enon which resulted in volunteers around the world creat-
ing the Linux computer operating system for anyone to use 
without charge, in reaction against fee-based products such 
as Microsoft’s Windows.® 8 For Millennials, the internet is 
a means of creating a sense of connection, community and 
accomplishment — not just a technology. 

Technology, including the internet, can be used to share 
information amongst communities for immoral or illegal 
purposes. The boundaries between legal and illegal use of 
the internet have become blurred in the modern world. For 
example, the website craigslist.org “provides local clas-
sifieds and forums for jobs, housing, for sale, personals, 
services, local community, and events.”9 On November 
6, 2008, Craigslist and the attorneys general of 40 states 
announced an agreement to take steps to prevent Craiglist 
from being abused for criminal purposes including human 
trafficking, child abuse and solicitation of prostitution.10 
Yet, Millennials have seen the US Supreme Court rule 
that some forms of pornography can be a protected form 
of speech under the First Amendment.11 Pornography and 
gambling are two of the most lucrative forms of elec-
tronic commerce. The connection between risqué internet 
behavior and commercial success may not be lost on the 
Millennials. As a result, the lines between acceptable and 
unacceptable internet “communities,” and what online be-
havior is appropriate or inappropriate, may be increasingly 
difficult to draw. 

Erosion of Ownership of Intellectual Property Concepts
Millennials also have witnessed the concepts of intel-

lectual property ownership and plagiarism become hazy in 
the internet age. Google and others wish to publish the col-
lections of leading universities’ libraries on the internet.12 
The authors of this literature contend that doing so would 
violate their copyrights and would undermine incentives 
for future scholarship.13 Millennials shared music files 
using peer-to-peer file-sharing technologies until the US 
Supreme Court held the practice to be unlawful.14 

Plagiarism no longer involves finding a book and 
painstakingly copying words from it. Today, a Google 
search can locate partial or complete texts, and with a few 
clicks of a mouse, this text can be placed in a term paper. 
The use of software to detect plagiarism is on the rise, as 
evidenced by the business of Turnitin.15 Two high school 
students recently filed suit claiming that use of Turnitin’s 
anti-plagiarism software violated their copyrights, among 
other things, by making it impossible for them to sell their 
term papers on the internet.16 The plagiarism example 

5%

45%

40%

10%

Matures/World War II

Boomers

Gen X

Millennials



ACC Docket 82 April 2009

suggests that employers would be wise to train a genera-
tion that came of age with the freedom of the internet to 
recognize the protectable intellectual property rights of 
third parties in material posted on the internet.

Blurring of Boundaries Between Personal Time  
and Working Hours

Millennials came of age with instant messaging and 
the slang (e.g., CUL8R) that text-messaging has spawned. 
With the prevalence of email and instant messaging, no-
tions of what constitutes proper etiquette in all forms of 
communication have become unclear. Such communica-
tion technologies also have helped to blur the concepts of 
“working hours” and “personal time.” Millennials and their 
parents work from home at night and on the weekend, fa-
cilitated by Blackberries® and remote network connections. 
Likewise, surfing the internet during working hours using 
the company’s computer network can be rationalized as a 
“21st century water cooler break.”

Can Information on the Internet Be “Private?”
Generally, Boomers believe that posting information 

on the internet makes the information public. However, 
Millennials are avid social networkers using tools such as 
Facebook and MySpace. Those tools allow account-holders 
to give other persons different levels of access to portions 
of their pages. For example, Facebook has a “privacy” 
feature that gives account-holders the option of limiting 
access to their uploaded photographs to only selected 
“friends.”17 This may create an expec-
tation that the account-holders have 
some level of privacy in information 
posted on the internet. Moreover, 
the Facebook terms of use prohibit 
the use of Facebook for commercial 
purposes. Millennials may believe 
that employers should not use Face-
book for the allegedly commercial 
purposes of checking the background 
of applicants for employment. Older 
generations who manage the Millennials likely do not share 
the expectation that any information posted on the internet 
remains private. 

The Consumerization of Sophisticated Technology
Millennials live in a time when consumers can purchase 

relatively inexpensive, powerful technology that previously 
only large institutions could have purchased. For example, 
today anyone can purchase a portable hard drive with 250 gi-
gabytes of storage for about $100. A decade ago, the concept 
that an individual might purchase 250 gigabytes of storage 
was unthinkable. Millennials have witnessed Apple, Inc.’s 

highly successful evolution from a maker of computers to a 
maker of consumer devices such as iPods and iPhones, and 
a seller of music through iTunes.® Millennials are attached to 
their iPods or iPhones because those devices are as much a 
fashion or lifestyle statement as they are electronic devices. 

Millennials are attached to their technology in ways 
that older generations may find difficult to fathom. As 
discussed below, most teenagers admit to driving automo-
biles while talking on cell phones, and while sending text 
messages (known as “Driving While Talking/Texting” 
or “DWT”). A growing number of state legislatures are 
enacting laws forbidding teenagers from using cell phones 
or sending text messages while driving. The Millennials’ 
desire to be connected 24/7 apparently outweighs the life-
threatening risks of DWT.

Emerging Legal Issues Arising from Millennials’ Use 
of Technology

Organizations need to understand what technology 
employees are using to conduct the organization’s business 
within and outside the workplace, and on and off the orga-
nization’s computer networks. Very few organizations fully 
understand how employees — particularly new employees 
including Millennials — use their personally-owned tech-
nology to perform work off-network or how these em-
ployees use the internet in general. To minimize emerging 
exposures, it is imperative that organizations understand 
how Millennials are using personal and company-issued 
technology, both on-network and off-network.

Organizations also must recognize the different catego-
ries of valuable information an institution has in electronic 
form. Most employers have at least three kinds of valuable 
confidential information: 

their own confidential information and trade secrets; oo

confidential information and trade secrets received oo

from third parties such as customers, joint venture 
partners, and vendors; and 
personally identifiable information (e.g., social secu-oo

rity numbers, names, addresses, telephone numbers 
banking, and health information) received from 
employees and third parties. 

To minimize emerging exposures, it is 
imperative that organizations understand 
how Millennials are using personal and 
company-issued technology, both 
on-network and off-network.
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The need to protect so much valuable electronically 
stored information conflicts with the desire of Millennials 
to use their preferred technologies. While the authors are 
cautious about generalizations, several recent studies have 
suggested that on average Millennials may be much more 
willing than other generations to engage in the following 
uses of technology in the workplace:

Using whatever application or device they want, regard-•	
less of corporate IT policy;
Downloading software at work for personal use;•	
Regularly accessing social networking site such as Face-•	
book or MySpace;
Regularly accessing webmail accounts;•	
Watching streaming video such as YouTube; and•	
Storing corporate data on personal devices including •	
personal computers, USB drives and smart phones.18

What Are Reasonable Measures to Protect Secrecy  
of Trade Secrets?

In order to maintain legal protection for trade secrets, 
an employer must take reasonable measures to protect the 
secrecy of the data claimed to be a trade secret.19 These 
measures may require enhanced protections given employ-
ees’ increased use of personal devices such as home and 
laptop computers, USB drives, and smart phones. As the 
quantity of devices that employers allow their employees 
to use increases, courts may scrutinize what measures 
employers take to ensure that employees’ use of such de-
vices does not jeopardize the secrecy of trade secrets. For 
example, if an employer allows its employees to use their 
personal devices for work purposes, then courts may ask 
the following questions to determine whether reasonable 
protective measures were taken:

whether the employer monitors employees’ usage of •	
personal devices;
whether employees were required to obtain permission •	
to use personal devices;
whether employees were required to encrypt information;•	
whether employees were required to report the loss of •	
personal devices containing company information; and
whether employees were required to ensure that their •	
personal computers were sanitized of viruses or stealth 
programs designed to capture and transmit information 
to other computers.

The Tension Between Technology Use and Privacy
If employers choose to allow Millennials to use tech-

nology in relatively unlimited ways, then there may be a 
higher burden upon employers to monitor and audit em-
ployee usage of technology. For example, global positioning 
system (GPS) and radio-frequency identification (RFID) 
technology allows for placement of tracking devices in 

company-issued items such as cars, cell phones, magnetic 
access cards, laptops and so forth. GPS and RFID technol-
ogy might allow an employer to determine when an em-
ployee is gaining access to a portion of the premises where 
the employee has no legitimate business; when an employee 
is visiting a competitor’s premises; or when an employee 
like Jin is at an airport about to leave the country with a 
suitcase full of trade secrets valued at $600 million. 

However, monitoring Millennials in these ways may 
conflict with their desire for work/life balance and expec-
tations of privacy arising from social networking websites 
such as Facebook or MySpace, and other internet services. 
Employers must educate Millennials about their organiza-
tions’ needs for secrecy, which can be a challenging task 
that may require creative approaches.

Ediscovery: Computer Forensics, Legal Costs and  
Privacy Concerns

The Jin indictment illustrates the impact of ediscovery 
on modern civil litigation. Assuming that Jin’s former em-
ployer pursues civil litigation against Jin, it will be required 
to preserve the electronic evidence of Jin’s activities. First, 
the employer most likely will retain a computer forensics 
firm to create exact forensic images of the computer and 
many devices found in Jin’s possession so that it can deter-
mine what Jin took, and how Jin accessed and extracted 
the information. The employer will need the forensic imag-
es because the original computer and devices will need to 
be introduced into evidence. Also, reviewing the original 
computer and devices may erase data on them or otherwise 
give rise to an argument against admission of the originals 
for failure to preserve them. Obviously, computer forensics 
experts add a significant element of litigation cost.

Second, the employer will need to have someone review 
the forensic images to locate evidence. The review might 
be performed by the employer’s personnel, which would 
pull them away from their normal duties, or by expensive, 
outside computer forensics experts or lawyers.

The increased cost of litigation in the 21st century work-
place creates tension between employers’ need to keep 
ediscovery costs down and Millennials’ desire for 24/7 
connectivity. At minimum, employees should be educated 

Employers must educate  
Millennials about their organizations’ 
needs for secrecy, which can be 
a challenging task that may re-
quire creative approaches.
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about the fact that their personal computers, devices, and 
email accounts may become important evidence and may 
need to be preserved and reviewed by computer forensics 
experts and/or lawyers. Merely educating Millennials about 
the realities of ediscovery may reduce their insistence on 
usage of personal technology.

For example, Millennials may bring some of their 
personal technology into the workplace, such as a flash 
stick, USB drive, or iPhone. They may use those personal 
devices to take work from the office to home, and vice 
versa. While at home, they may use a personally owned 
computer for work purposes. If litigation arises, employ-
ees will receive instructions to preserve any electronically 
stored information that may be related to the litigation. 
Millennials may have materials on their flash stick and/
or home computer relating to the subject of the litigation. 
If so, lawyers for the organization will want to review the 
employees’ flash sticks and home computers for any infor-
mation related to the lawsuit, and may demand that the 

employees turn over their personal devices so that forensic 
images can be preserved. 

With the blurred boundaries between Millennials’ per-
sonal and work lives, including using personal technology 
for work purposes, it is likely that many Millennials would 
be uncomfortable letting their company create a forensic 
image of their personal computers or devices. Training 
Millennials about these litigation realities may result in less 
usage of personal technology for work and thereby reduce 
ediscovery costs.

Emerging Employer Liability for Employee Technology 
Usage

The following developments illustrate emerging liabili-
ties that may be expected to increase as mobile Millennials 
use their wireless personal or company-issued technology, 
both within and outside the workplace, and both while us-
ing companies’ computer networks and while off-network.

Driving While Talking/Texting (DWT)
The practice of driving while using a communications 

device is often referred to as “driving while talking,” or 
“driving while texting.” DWT is a common practice for 
Millennials. In a recent Disney Mobile/Harris Interactive 
study, 44 percent of teenagers in the United States said 
they use text messaging as their primary form of commu-
nication. In a recent Zogby poll, 66 percent of the people 
surveyed between the ages of 18 and 24 admitted to texting 
while driving. Another poll conducted by the American 
Automobile Association indicated that 46 percent of 16-
and 17-year old drivers send text messages using their cell 
phones while driving. 

The increased numbers of Millennials driving cars to 
and from work, and using their technologies for work pur-
poses while driving, may result in increased claims against 
companies arising from DWT. There have already been 
examples of employers being sued for injuries to third per-
sons caused by employees engaged in DWT who allegedly 
were doing work while driving. The investment firm Smith 
Barney was sued after one of its brokers ran a red light and 
hit a motorcyclist while he was talking on his cell phone. 
The broker was using the cell phone to call clients, and the 
injured motorcyclist’s lawyers claimed employer pressure to 
contact clients caused this reckless driving. Smith Barney 
settled the suit for $500,000. 

The increased frequency of DWT in the Millennial 
generation has caused several state and local authorities to 
regulate DWT. For example, California, the District of Co-
lumbia, New Jersey, New York and Washington State have 
“hands free” laws. New Jersey, Washington State and the 
City of Phoenix specifically prohibit texting while driving. 
Several states also prohibit minors from using communica-

Checklist for Training Millennials 
About Corporate Expectations

Intellectual property issues:•	
Who owns inventions and ideas derived from the em-oo

ployer’s business, or developed using the employer’s 
time or materials;
Trade secrets, and reasonable measures to protect oo

their secrecy;
Patentability, and the duty to disclose patentable oo

ideas to the employer;
Copyright and trademark rights of third parties.oo

Data security, employer and customer expectations •	
regarding the same.
Employer expectations regarding computer usage, and •	
policies regarding employer’s ability to monitor computer 
usage that may be contrary to the privacy expectations.
Employer expectations regarding discretion when pub-•	
licly commenting on company business.
Potential corporate liability for driving while talking/•	
texting.
Electronic discovery issues arising in litigation.•	
Personally identifiable information present in the work-•	
place, and the need to protect it.
Issues arising from posts on blogs:•	

Discrimination, harassment, and retaliation;oo

Copyright or trademark infringement;oo

Defamation; oroo

Insider trading based on “tipping” third parties about oo

publicly traded companies.
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tion devices while driving including California (under 18), 
Illinois (under 19), Nebraska (under 18), Oregon (under 
18) and Virginia (under 18).

How far should employers go in setting boundaries 
on DWT? One response is to adopt policies prohibiting 
employees from using their cell phones or other communi-
cations devices for company business while driving. Such 
policies would conform to the legislative judgments of 
several states.

Cyberspace Harassment and Discrimination
Electronic communications such as email, instant mes-

saging and other activities in cyberspace can give rise to 
workplace harassment claims and liability for employers. 
The Millennials’ constant use of social networking tools 
including Facebook and MySpace suggests that cyberspace 
harassment claims may increase if Millennials are not 
trained to understand that interactions with coworkers 
over the internet, and outside the workplace, can still give 
rise to workplace problems. 

Blakey v. Continental Airlines, 164 N.J. 38, 751 A.2d 
538 (2000) is the first case that dealt with the issue of 
whether an employer is responsible for preventing sexual 
harassment in cyberspace. Tammy Blakey sued Continen-
tal Airlines and several of its male pilots for defamation, 
business libel, intentional infliction of emotional distress 
and sexual harassment based upon a hostile workplace 
environment. Blakey had become the airline’s first female 
captain to fly an Airbus aircraft seating 250 passengers. 
She contended that the airline’s pilots had posted defama-
tory electronic messages on an electronic bulletin board 
called the “Crew Members Forum.” 

Continental Airlines required that pilots and crewmem-

ber personnel access the electronic service CompuServe (at 
Continental’s expense) to learn their flight schedules and 
assignments. Continental did not require pilots and crew-
members to access the Crew Members Forum, an elec-
tronic bulletin board intended for the exchange of ideas 
and information. Continental employees accessed the Crew 
Members Forum at their own expense. Blakey claimed that 
the pilots’ offensive postings on the Crew Members Forum 

constituted sexual harassment and discrimination, and she 
filed lawsuits in both federal and state court. 

The Supreme Court of New Jersey ruled that sexual 
harassment and other forms of workplace discrimination 
can give rise to liability when it occurs in cyberspace, 
just as when it occurs in a physical space that a company 
controls. While holding that the airline did not have a 
strict obligation to monitor the bulletin board, the court 
remanded the case to determine whether the pilots’ use of 
the bulletin board for the benefit of Continental Airlines 
established enough of a workplace connection to warrant 
imposing liability. Recognizing that an electronic bulletin 
board may not have a physical location within a terminal 
or an aircraft, the court ruled that it nevertheless may 
be so closely related to a workplace environment, and so 
beneficial to the functioning of the airline, that the Crew 
Members Forum should be regarded as part of the work-
place in determining whether harassment occurred.

Blogs
Businesses are increasingly adapting to the concept of 

communities on the internet by using web logs (blogs) for 
marketing, branding and public relations. Blogs are also 
being used as a way to communicate within a company. 
Blogging can be particularly attractive to Millennials, who 
are accustomed to frequently posting their latest activities 
on Facebook and MySpace. The growing legal literature 
suggests that employers increasingly are grappling with the 
issue of taking action against employees for content on their 
personal blogs.20 A blog is a relatively simple way for dis-
gruntled employees to air complaints about their employers. 
Any employee can start a blog to tell the world what the 
employee thinks of his or her employer. However, before 

disciplining employees for content posted on 
blogs, several legal issues should be considered. 

Potential Discrimination
Employers may be subject to liability for 

discrimination when regulating employee blogs 
and blogging activity. A 2005 federal case dem-
onstrates the importance of consistency when 
regulating employee conduct.21 Ellen Simonetti, a 
Delta Airlines flight attendant, called herself the 
“Queen of the Sky” on her blog and posted pho-

tographs of herself in uniform. When she was terminated, 
Simonetti filed a discrimination claim with the Equal 
Employment Opportunity Commission, alleging that Delta 
allowed male employees to engage in similar blogging ac-
tivity and thus had singled her out because of her gender. 
The Simonetti case has yet to be resolved, but the message 
is clear: The employer’s response to employee blogging can 
expose the employer to discrimination liability. 

Electronic communications such 
as email, instant messaging and 
other activities in cyberspace can give rise 
to workplace harassment claims 
and liability for employers. 
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National Labor Relations Act
The Millennials’ penchant for communities on the inter-

net may portend greater communications over the internet 
about working conditions, which communications may be 
protected by the National Labor Relations Act (NLRA). The 
NLRA provides protections to non-union employees, for 
what Section 7 of this law refers to as “protected” or “con-
certed” activity.22 “Concerted activity” need not be formal 
union organizing activities. Rather, Section 7 protects em-
ployees who communicate with each other about terms and 
conditions of employment. No union needs to be involved, 
and the activities of a single employee may be protected.

Under the NLRA, even employee conduct disparaging 
management officials or the employer’s business may be 
protected “concerted” activity. The protection applies if the 
conduct relates to employee interests or working conditions 
and is not egregious in nature. For example, in Allied Avia-
tion Service Co. of New Jersey, 248 N.L.R.B. 229 (1980), 
enf’d, 636 F.2d 1210 (3rd Cir. 1980), two letters sent out by 
employees to airline customers describing significant airline 
safety issues, while raising “sensitive” and “delicate” issues, 
were not considered to rise “to the level of public disparage-
ment necessary to deprive otherwise protected activities of 
the protections” of the NLRA. Accordingly, employees who 
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blog about what they claim to be substandard working 
conditions, including compensation or benefits policies, most 
likely will be protected under Section 7.23 However, legal 
protection under Section 7 can be lost when employees go 
too far. For example, unjustified or extreme disparagement 
of a company’s products and services that is injurious to the 
employer’s interests is not protected under Section 7.24 Thus, 
employers need to be consider whether Section 7 protects 
employees’ communications on the internet before taking 
disciplinary action against Millennials whose communications 
contain material that employers deem to be inappropriate.

Wage/Hour Issues
Millennials’ attachment to their wireless technology 

may make the line between compensable “work” hours 
and non-compensable “personal” time increasingly difficult 
to draw, and may prompt increasing claims for allegedly 
unpaid wages. 

Under federal wage/hour law (and the wage/hour laws of 
many states), an employer must pay its non-exempt employ-
ees overtime compensation for “hours worked” over a cer-
tain number per day or week (typically 40 hours per week). 
An employer’s distribution of Blackberries® to employees 
may imply that the employer expects employees to stay con-
nected to clients, colleagues, or others while they are out of 
the office. The question then becomes whether employers 
must pay for the time an employee spends using a Black-
berry® or other electronic communication device outside of 
regular working hours to conduct business-related activities. 
Employers should consider implementing an effective and 
enforceable policy that requires employees to record all time 
worked including time spent using electronic communica-
tions devices outside of regular working hours for work 
purposes. A general policy prohibiting overtime without an 
employer’s prior consent may not be enough, because the 
wage/hour laws require employers to pay for time during 
which an employer “suffers” or “permits” an employee to 
work, which includes any time during which the employer 
should have known that the employee is performing work. 

Does an Employer Have an Obligation to Monitor 
Employees’ Internet Usage?

Employers may increasingly feel tension between the desire 
of their Millennial employees to use their personal technolo-
gies in the workplace for both work and personal purposes — 
and their desire for privacy with respect to personal activities 
— and the employers’ need to minimize exposures arising 
from failure to monitor inappropriate internet usage.

A New Jersey court held in 2005, in a case of first im-
pression, that an employer had a legal obligation to investi-
gate an employee’s activities when it knew or had reason to 
know that the employee was using a workplace computer 

to access child pornography.25 In that case, an employee 
used his work computer to post an intimate photograph 
of his step-daughter on the internet. The step-daughter, a 
non-employee, was allowed to sue the corporation because 
it failed to investigate her step-father’s known use of the 
corporation’s computers to view pornography. The court 
held that an employer is required to take “effective inter-
nal action” to stop the employee’s unlawful activities. The 
court also ruled that “no privacy interest of the employee 
stands in the way of this duty on the part of the employer.” 
This ruling has far-reaching implications for employers 
because it imposes duties on employers to ensure that their 
employees’ illegal conduct in the workplace does not cause 
injury to third parties. The XYC Corporation case may 
be the beginning of a trend in which other courts adopt a 
similar analysis in situations involving serious public policy 
issues such as child pornography or child abuse. Although 
the ruling in the XYC Corporation case is limited to the 
context of child pornography, courts may expand the hold-
ing to impose liability on employers for their employees’ 
use of work computers for other unlawful activities.

Teach Your Millennials Well
Prudent employers will recognize that the rapid pace of 

technological change may cause equally rapid attitudinal 
and behavioral changes in Millennials (and future genera-
tions) whose lives are intertwined with technology. Such 
attitudinal and behavioral changes bode well for the future 
if employers can channel the Millennials’ desire for being 
connected 24/7 and working collaboratively in ways that 
do not increase risks of data breaches, loss of trade secrets, 
discrimination, and related corporate exposures. Training 
entry-level employees who increasingly are Millennials about 
the realities of data security, privacy, ediscovery, discrimina-
tion, and harassment in the digital workplace may signifi-
cantly mitigate risks arising from Millennials’ workstyles. 

To paraphrase a song well-known to the Boomers, 
“teach your Millennials well.” The dialogue arising from 
such training may enable Millennials to educate prior 
generations about more efficient work practices using new 
technologies, and may generate creative measures to secure 
data as well as mitigating other risks. As the song also says, 
“teach your parents well.”  

Have a comment on this article? Email editorinchief@acc.com. 
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